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The default configuration of Visual Studio 2005 supports the development and testing of web sites using the http protocol. With http, all data exchanged between the client web browser and the web site is in clear text. To secure the data, you must use the https protocol, which at the TCP level uses the Secure Sockets Layer (SSL). SSL is an encryption standard based on a private-key public-key asymmetric encryption algorithm. The following sections describe how to test an SSL web site using Visual Studio 2005.

Note: In this document, the expression “web site” includes Visual Studio projects built as Web Sites or Web Applications.

Installing a Security Certificate
The use of SSL to access a web site requires the web server to have a security certificate installed. When a web browser connects to a site using https, a negotiation process occurs, during which the client retrieves and inspects the server’s security certificate. If the certificate was issued by a recognized certifying authority (such as Verisign), the browser gets the server’s public key and uses it to encrypt/decrypt all traffic going to or coming from the server. If the site has no security certificate, or if the certificate is invalid, the browser won’t let you connect to it.
For a developer box, it is often too time-consuming and expensive to get a certificate from Verisign or other certifying authority. It is much easier to generate a certificate using the program SelfSSL.exe, which is made available by Microsoft in the IIS 6.0 Resource Kit Tools, available at:

http://www.microsoft.com/downloads/details.aspx?FamilyID=56FC92EE-A71A-4C73-B628-ADE629C89499&displaylang=en
By default, the IIS Resource Kit Tools are installed in the folder:

C:\Program Files\IIS Resources

There is a separate subfolder for each major took in the kit. SelfSSL.exe is a command-line program that creates and installs a simple certificate that can be used for development and testing purposes. The following figure shows SelfSSL.exe at runtime.
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Figure 1 - Running the SelfSSL command-line utility.

Press the Y key and a new certificate will be generated for your machine. You must run SelfSSL.exe on the machine you want the new certificate on, which is typically your developer box.
Configuring the Project to use SSL

When running web projects, Visual Studio 2005 doesn’t automatically use IIS as the web server. To simplify debugging, the Visual Studio Development Server (VSDS), formerly known as Cassini, is used instead. VSDS does not support the https protocol, so you need to configure your Visual Studio web project to use IIS as the web server, and then tell Visual Studio to use https when running your site. Both changes are made on the web project’s Property screen, as explained below.
In the Solution Explorer, right click on the web project item and select Properties from the context menu. In the Start Action section, select the Start URL radio button and enter the URL of your site’s starting page, including the https protocol. In the Servers section, select the Use IIS Web Server radio button. In the Project URL text box, enter the URL of you site, without denoting https, e.g. http://localhost/MyWebSite. If your project doesn’t already have a virtual directory under IIS, click the Create Virtual Directory button. Visual Studio may take up to a minute to create the virtual directory. At this point the Properties screen will look like the following figure, in which the configured items are indicated with arrows.
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Figure 2 - Configuring the Visual Studio 2005 web project.

Testing the Web Site
To test the site under Visual Studio 2005, just run it in debug mode as usual. When the browser inspects the site’s certificate, it will report a problem because the certifying authority is not recognized. Under Internet Explorer 7, the problem will be reported using the following screen:
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Figure 3 - The certificate error shown in Internet Explorer 7.

Click the Continue to this website (not recommended) link to proceed to the web site’s first page. From this point on, all the pages in your site will use https. If your site uses any redirects or transfers to pages via absolute URLs denoting http, then those pages will obviously not be retrieved with https. A common problem occurs when you use https to load a page that contains images whose URLs use http. With such pages, Internet Explorer will give then following error message:
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To eliminate the error message, search your web project for links containing absolute URLs, such as http://localhost/MyWebSite/Images/myimage.jpg. If the link points to the same web site the page is on, use relative addressing URLs, by removing the http part and the root address. The above URL would need to be changed to be ~/Images/myimage.jpg. If the link points to a different web site, then see if that site offers an SSL alternative.
